2022/08/17 14:37 Exchange Online TOEARFTFEDEELE | Microsoft Docs

-/ Exchange Online DO 547> hEEINAIL/ ® @

Exchange Online COEARGREEDEELL

[77—5+ 27)L] » 2022/08/12 « 2 ADFEWERE &y oA

CDEEEDONE

EEIDIANE

CDEE(FWVDITHNETH?

Awt—20 TJORIIWEBTFEOTZ T -2 3 A \DFE

A —NEEZZTINEDNZEHER T DICEEDSTNUIRNTIH?
JOV o7« JREOBEMEEAT K7D K
DSATNAT>3>
BEARZIZSICITIOVIIRIHEFESTNERNTIH?

FHIMAE SORDFE

REFECOED. 7TUT—23 > FERTRIZERALTT—/\— —EX APIT>
RRA> MIHERLUTEE UL, BRFBIEE. 7ITUT—2a>hERIE(Ca—
-2/ (RD—-RZXEL. ENSOERIBHRELZ <DHE. T/ A XICTRFF
(IRESNTVNDTLEZERUE T, R, BERFLEFEAEDOT—/—FZFY
—EXTBIETEMNCRO>THED., BHICERETETET,

BHEEE 2 e<EBI{HDFEFEAN, ERFIIZFERAITDIE WEEN I—HTF—-DE
BBRZMHEICF v TF v TETDILIICRDET GFIC. BIEIBIRN TLS (CL> TRE
SNTULRVNER). CNUICKD. BENTLEERBIRMIDI > RR1> MY —EX
(CHBAASTSNAURIONEEDEYT., 5. ERRINBRFEFTHNIL, ZE
FEREE (MFA) OB (FEFETF <. BAEICK D> TIEFEETT .

BEARGRLIEWEFRZETY, COBRICK D TEZSTSNDIBREIE. BHICZOH
REZEMNCTDCELEZRERUTNSEBIMO—@gZcE>TWEY (TEF2UFTr D
mE-HC | BR) . KDENE. KOMRNLEI—T —SREIORBFENGDFH
3_0

I —EF)\AANBEBRICTITCRITDES(C O SN EREY. B
(CAREET D) R EDTEF I VT HBEZIRAI DM UT7ILY A LOFHEARY S —&5#E
I E2BBNICHELFT, NSORBFRZERAIDE. IV —2hK
IDENTII—THIDOREMDH DR EIRIGEIRZETIT DD TR, EDFIN
AZAMBECETITTALISELTVNDSDONVEA 2T U T MIHIBCEEXT .

https://docs.microsoft.com/ja-jp/exchange/clients-and-mobile-in-exchange-online/deprecation-of-basic-authentication-exchange-online

1/16


https://docs.microsoft.com/ja-jp/exchange/clients-and-mobile-in-exchange-online/clients-and-mobile-in-exchange-online
https://techcommunity.microsoft.com/t5/exchange-team-blog/improving-security-together/ba-p/805892
https://docs.microsoft.com/ja-jp/security/zero-trust/
https://docs.microsoft.com/en-us/exchange/clients-and-mobile-in-exchange-online/deprecation-of-basic-authentication-exchange-online

2022/08/17 14:37 Exchange Online TOEAFDIEDBELE | Microsoft Docs
CNSDBRLE A DZZTEICEL T, Exchange Online D5 —4 ZF+1UF 1 Z[[E
LR3I TTHDOMRZELFT,

O FE=

HEARPIDEIL(CELD., 2 BRI R— MU TUWWRWPZTUTTZTY JXRD
— RZFEAIBCEETERLRDET,

EEI SRR

Exchange Online for Exchange ActiveSync (EAS). POP. IMAP. J¥— I~ PowerShell,
Exchange Web B —E X (EWS). AT S>> 77 RLAME (OAB). Outlook for
Windows, Mac CTEAGRIZEA T DHEREZHIBRLE T

£z, FRHSNTULRWIRTDTF > MT SMTP AUTH ZERNICLTWLWET,

CORETIE, BEREFERRIMZERITDI 7 TUNSRORIMZ2MEAIT D77 TUIIC
BITIDIMEBNSGDET, BHAOREL (OAuth 2.0 h—20> R—XDEER) (Cld. BEX
LD ZEEN T DI DD/ DL DR EERNGDFT, TEXIE
OAuth 7Ot X b= > DERATEERMIEESNTE D, RITEDI7TUT—2 3>
EUV—-XICEBTHDIEH. BRI EETEFEA. RFDREETIE. 2&F
Z=iaslk (MFA) OB E ERECBEICITRET

CDEEB[IVWDITONXITHV?

COZTE(FBLCHIBESNTWLE I, $1LLY Microsoft 365 7> M tzF21 U5 D
BIEE MERCIR> TWLWBzsD, BEARFBEENBLCA T (CIR> TLWDIRRETYERR SN E
3_0

2021 YISO BFOTF > bOEARTEIZED(C L. FRRAMNREESNRL<
RDELE. TF>2 FTERER uIEb\;_‘Gé(LE})JJ [CIRBAEIC, BICERICAYE—> T
_ﬁﬁn%}ﬂf'f/\ L/ia_o

2021 9 AIC. 2022 #£10 A 1H KD, Exchange Online @ Outlook, EWS. RPS,
POP. IMAP. EAS 70O b JLOEARZIIOEMMENFHIGSND T EZ2RER/UF U,
SMTP FREEMER SN TUVVRVMEEEENCIRDE T, UTD7F I AEeENESHE
LTLEELy: TEARFREEE Exchange Online - 2021 £ 9 ADEHTITOIS L ] .

O =

https://docs.microsoft.com/ja-jp/exchange/clients-and-mobile-in-exchange-online/deprecation-of-basic-authentication-exchange-online

2/16


https://docs.microsoft.com/ja-jp/azure/active-directory/fundamentals/concept-fundamentals-security-defaults
https://techcommunity.microsoft.com/t5/exchange-team-blog/basic-authentication-and-exchange-online-september-2021-update/ba-p/2772210

2022/08/17 14:37 Exchange Online TOEAFDIEDBELE | Microsoft Docs
Office 365 Operated by 21Vianet Tld. 2023 £ 3 A 31 BICEARZSIDENMEZ
RIBLET. TDMOINTOIST REERE(F, 2022 4 10 B 1 HOBMAHEA
SUUESER

Avt—>20 70N INVEBRIEDOTZ IV —
<3 >INA\DE

COTEE, SESFASETEAI BAEENBZTT VT -3 EXTUT K
CHELET,

POP, IMAP, $&T SMTP AUTH

2020 £ (C. POP. IMAP, B KT SMTP AUTH M OAuth 2.0 B7R—hZEU - ULFEL
2o —BADOSATN ZTUDEHITOTS AlE. CNSDFREEDTES
(Thunderbird 72 &) ZHR— h T BKDICEFIESNTLDIESH. BF/\—>3>0D1—
H—(% OAuth Z{FERAIT BRI (CHEBRZEE CEEXJ. Outlook 517> hH' POP
& IMAP @ OAuth ZH7R— NI B3FEFH D EFF AN, Outlook (& MAPI/HTTP

(Windows 75-177> k) EEWS (Mac kit Outlook) Z{FERU TEHRIDCENTE
x99,

N5DTOMIVZFERUTEFA—ILEEE. STAHIRD. £E(EZDMDSET
WIBS 27 TURBELUET7 TV -3 RE . BUTON L ZH#IFTEE
IH. 1T - (CHLUTEFa VT« THRESNICTRERSE LI ANRU T A ZER
IRIMNEBENSHDET., AL, Microsoft Identity platform v2.0 E(CHBERENTH
D, Microsoft 365 X—)L 71> hADT7 O AZHR—KUET,

#HARI77T U4 —= 3 27 Exchange Online @ IMAP, POP. SMTP AUTH 0 hJ)LIC
VORI IDINENGDIGEE. ROFIE(ICHED T OAuth 2.0 FREFEEEULE T,

[OAuth Z{#EFH UL T IMAP, POP. BKXU SMTP IERZREET D] « =BIC. CD
PowerShell X271 s Get-IMAPAccesstoken.ps1 ZFER LT, HBX—)L/RvV IR
DI1—R T—R=EDEIRTTET OAuth DBEMEEIC IMAP 7O %EFTANUE
9. CNARIIUEBSE. XA —FERABESHKI IN—-F—DT7TVT—2
ICFEEEBERF > OROFIRISEATL S,

NRIA—=EHBHUT, HEZRITDRMEDSHD 7T IXFITSA 7> hEEHL
ga_o

EARGREEN 2022 £ 10 A 1 HICER(CER (IR D THETEH. SMTP AUTH (F5] &t
SERATEFT. SMTP D' EISHEESHATTREICRDERAK. TUZH—PORXFv I —
IREDE K DEHEET ) A RZFTERIZEA T DRI ICERTETRNZHTI, &

https://docs.microsoft.com/ja-jp/exchange/clients-and-mobile-in-exchange-online/deprecation-of-basic-authentication-exchange-online

3/16


https://docs.microsoft.com/ja-jp/azure/active-directory/develop/v2-overview
https://docs.microsoft.com/ja-jp/exchange/client-developer/legacy-protocols/how-to-authenticate-an-imap-pop-smtp-application-by-using-oauth
https://github.com/DanijelkMSFT/ThisandThat/blob/main/Get-IMAPAccessToken.ps1

2022/08/17 14:37 Exchange Online TOEARSBIEMDEELL | Microsoft Docs

ZU. BJEB/REE(E. SMTP AUTH TEARFESEZHEA UIRWKD(CT D &7 < HED
HUET, BEAESNTEA—ILZEEXET DIZHDEDMDAT S 3 > (C(E. Microsoft
Graph APl IR EDREBETO FLDFERNSH D E T,

Exchange ActiveSync (EAS)

Z<DI1——(d. EAS ZFHIT DL ICHENTEE/IAIL F/INA X ZF > TLE
9, BERFRIEFERALU TGS, COEEOXEXZITET.,

Exchange Online (C#&ft 9 D & & (. i0S S KU Android iR Outlook  Z{FERAITDZ &
EHENDUET . i0S BKU Android bk Outlook (&, FfHFET7 IR ETTUIRE

(MAM) #8E%Z BN (C 9 D Microsoft Enterprise Mobility + Security (EMS) ZZE(CHE

UET, i0S BKLU Android MDD Outlook (&, I—H—&SHDT—F%=tzFa1UF

4 CTIRET DD E. TR TR T+« JICHR—MUET,

FEEREZ DR— b T DMDE/NNAIL T/I\A XA X)L 7T UNSBDET, IARTD
—HRT Sy b I A — LARADHMAAHFA—)IL 7T UG BE. FTESRSIE Y /R— b
I, HBARICKO>TE. T/INAZANEHH/N—23>2DT7TUZRITLTVS S &
ZHERITDCENBRRETT ., BFA—IL PTUNEH CTHO CTE. BERFIIZERA
LTWWBIBZEIE. T/AZXAMNST7AHD>Y bZHIBRLTHS. E5—EEMITDZEN
HEIMEENHDFET.

Microsoft Intune Z{FERA L TWDIHE(F. T/I\ARICTvSaFFERMAITDA—-IL
JOJ7 1)z ER LU CRIIDIEEZZEE CEDaEMN S DET, i0ST7/\1 X
(iPhone B KT iPad) ZEA UL TL\DIHZBE(E.  [Microsoft Intune T i0S B KT iPadOS
FTINAADEFA—ILREZEBINTD] ZZELIZEL,

O F=

SEBAENR—X DR ZFER LTS5/ X (&, Exchange Online WS HEMDEH(C
Exchange Online DEAFRIEZA T (CUTCEREZRITEF R A. ERZIZEA
LJ_CE}HDL. nIE?%T/ \’I’X@%b‘%?g’%xtj'%o

SERAENR— X DFRIEEFEICL A BEE CTH DI, LASRIMZTOvITD
Azure AD & E 7 OTCA RUS —(CKo>TTOVIEINET . FHHICDULNT
(&. [Block LJ3S883E - Azure Active Directory] ZZBRUTSIZEL,

Exchange Online PowerShell

Exchange Online V2 PowerShell €21 —JL (EXO V2 EZ 1 —)LEBET) DU LU —RLL
b, SoERSIEEAL T, ON > R 542 H5 Exchange Online D% TE S RERTEZ

https://docs.microsoft.com/ja-jp/exchange/clients-and-mobile-in-exchange-online/deprecation-of-basic-authentication-exchange-online

4/16


https://docs.microsoft.com/ja-jp/graph/api/user-sendmail
https://products.office.com/outlook-mobile-for-android-and-ios
https://docs.microsoft.com/ja-jp/mem/intune/
https://docs.microsoft.com/ja-jp/mem/intune/configuration/email-settings-ios
https://docs.microsoft.com/ja-jp/azure/active-directory/conditional-access/block-legacy-authentication

2022/08/17 14:37 Exchange Online TOEARSEDBELL | Microsoft Docs

I (CEBIETEE Y, Exchange Online PowerShell V2 21 —)LI&. SR = F
L. Microsoft 365 M3 /N T®D Exchange B8:& PowerShell ITRIBADE (CH W TEZESR
SR (MFA) &iEHEL 9. Exchange Online PowerShell. Security & Compliance
PowerShell. X5 > R77O> D Exchange Online Protection (EOP) PowerShell7t &,
Exchange BE:EMD I X TD PowerShell IRIB(CIEHE L. ZEBERa0:E (MFA) Z{ERULE
ER

EXOV2 EZ 2 —JLIEIEMEBRTHERIDCEETEEI ., cnickh, BAROIUT
NEETTETET, EAER-XADFIIZMEAITDE. EFEEG. —EXT7HD>
NEERRLUZD. BEIEREZO—DILIEFUZD T DIREBERIRAD VT hEEITT
EFE9, FHICTDOWTIEE, TEXOV2 EZ2—I)LOEBAXRIUT D7 T UHERDR
iEl ZSRBUTSIZE0N,

W\ E— b PowerShell ###it /575F /2 (Eth L) Exchange Online 'JE— b PowerShell €
a1-)L (V1) ZE|IEHESFEAUTVIEEREE. TEBRITRECEXOV2 EZa21-)L
DERAZHIBE TR EZEEBHOLET. CNSDOEVERAEE. BERZIIOEMNL
FEFUR— bR TZE L T, RIEWICHEIEENET,

O)::t-

PowerShell T WinRM (C3f U CTEARSREENBRNCRD TLWBIMENS DL (v
> 3>OETeOO0—)L O E1—4—) ZBREEULRWTLIZEEL,. [EXO V2
EDa1-IIDaiRSEE] 2B U TS ZE0,

d—5—%/)XAJ— RiZ Basic ZEAL TH—EX (X EENFE B AN, WinRM
547> b OAuth ZH7R— ML TLVRLZsD, TwvS 3> D OAuth b—2
> ZIK(E T BICE Basic Auth NS - ETT, ZORIEICEDEATHED.
SERERIDFECTI. WIinRM T Basic ZBZNCLTH. Basic ZEHLTH—
EX(Cx T BERZ ITLEE A

FHEICDWTI(E. 557 &L ZE0Y): [Exchange Online PowerShell €21 —
IWEBRBIDESEFSEFR/)I—>a > [CDODVWTEHRTS |

Exchange Web Y—E X (EWS)

ZLDFTIT—2320(F A—ILRYVIREFERDT —HICT ORI DIzHIC
EWS Z{ER U TYERR SN TL\E T,

2018 fE(C. Exchange Web B —E R (FHEEEFH T OIS LAZZITIMS R RD I &%&
BERUFEURE, PTUT—> 3 2 BRE (L. Microsoft Graph DFER(CYIDBX S &
MERENELIZ.  [Office 365 @I Exchange Web H—E X (EWS) APl DSEDZE
E | ZBRULTIZE,

https://docs.microsoft.com/ja-jp/exchange/clients-and-mobile-in-exchange-online/deprecation-of-basic-authentication-exchange-online

5/16


https://docs.microsoft.com/ja-jp/powershell/exchange/app-only-auth-powershell-v2
https://techcommunity.microsoft.com/t5/exchange-team-blog/upcoming-changes-to-exchange-web-services-ews-api-for-office-365/ba-p/608055
https://docs.microsoft.com/ja-jp/powershell/exchange/exchange-online-powershell-v2#prerequisites-for-the-exo-v2-module
https://techcommunity.microsoft.com/t5/exchange-team-blog/understanding-the-different-versions-of-exchange-online/ba-p/3394487

2022/08/17 14:37 Exchange Online TOEARSBIEMDEELL | Microsoft Docs

ZL< D7 TV =230 Graph (CIEE(CBITESNE LA, £EBITLTULIRNT
TU—23>TlE. EWS W BLCHRERIIZRR(CH/R— hLUTWBD Z E(FFEBEICE
UEI., ZDIE&H. FIZ Graph (CBITTETRVNEE(L. EWS THRERIIEFERAIT DK
SICUIDBZBDCENTEET ., EWS (TREI(CIEHEE(CRDET,

R DWNTIE, RESBRUTIZSV,

¢ Exchange Online A Exchange Web B —EXTDS4&®D API 3EHEER(CDUT -
Microsoft Tech Community

o OAuth ZERUTEWS 7T UT—> 3> %I D

o EARFRIIZ(FERAT D EWS YHR—= K API PowerShell 1T ~DEE

Outlook. MAPI., RPC. ATJS1 > 7 RL Xk (OAB)

2016 LD I RTD/\—=3 > D Outlook for Windows Tl&. BIE TIHLERSENER
(CIRDTUV\DTzsh. BECTERSEZFERA L TULDaEEMEN DD ETF, Outlook
Anywhere (BARiI(& RPC over HTTP EIE(ENTLVEULTZ) (&, MAPI over HTTP ZE5E L
T Exchange Online TIRHER(C7RDF LTz, Outlook for Windows T(&. MAPI over
HTTP. EWS. OAB ZfERLTA—JLICT7 AL, ESHREIBIREAEZREL. A
IS4 7 RLAEZSYI>O0—-RUET. INS5DOTO N DUEINTIHERIZ
BR—KLUTVWET,

Outlook 2007 7= (& Outlook 2010 (FFGERIEEFERTE Y. RENICIEFK cE<
72D FETF, Outlook 2013 TIFFCERIEZBEM(C T DIHRENMVE CIN. REZIENRT
2 &L Outlook 2013 (FRIREIR K FoEFREE 2 fERATEFR I, I TEICREKRLIEELD
(C. Outlook 2013 Tl&. Exchange Online (C¥&ft 9 DI DER/NEFHLNILARET
9, [Microsoft 365 MFT L L\ Outlook for Windows &/ \—=3 &4 | 28U
TLIZE0N,

Mac R Outlook Tl&. FEREN Y R— hSNTULET,

Office TOIESREDHR— ROFFMIICDULTIE,. [Office 547>~ 7TUD5%
EREIDO UL H] ZE&BBLUTLIEZSU,

INTJ w2 T+ )5 —% Exchange Online (CB1T9 D2MEBNHDIHE(E.  [FoitER:
HR— AU/ TUYD JAISFT-BITROUT K | Z#28BULTIEE0,

d—Y-hEERFTINESH Z2iHERTSIC
EESTNIEXNTIH?

BRI CRERIID EE5ZFERA LTV EHIRTT B (C(E. W DHDHEEND
DFI., BEREIZHEALTCVDGE(E. SREIDXET LT ETRE CETET,

https://docs.microsoft.com/ja-jp/exchange/clients-and-mobile-in-exchange-online/deprecation-of-basic-authentication-exchange-online

6/16


https://techcommunity.microsoft.com/t5/exchange-team-blog/upcoming-api-deprecations-in-exchange-web-services-for-exchange/ba-p/2813925
https://docs.microsoft.com/ja-jp/exchange/client-developer/exchange-web-services/how-to-authenticate-an-ews-application-by-using-oauth
https://github.com/gscales/EWS-BasicToOAuth-Info/blob/main/What%20to%20do%20with%20EWS%20Managed%20API%20PowerShell%20scripts%20that%20use%20Basic%20Authentication.md
https://techcommunity.microsoft.com/t5/microsoft-365-blog/new-minimum-outlook-for-windows-version-requirements-for/ba-p/2684142
https://docs.microsoft.com/ja-jp/office365/enterprise/modern-auth-for-office-2013-and-2016
https://techcommunity.microsoft.com/t5/exchange-team-blog/announcing-public-folder-migration-scripts-with-modern/ba-p/3382800

2022/08/17 14:37 Exchange Online TOEARFTFEDEELE | Microsoft Docs
SR g‘ 0‘
[Faslk] 4170

07’(7 I\ 77') (OUtIOOk Td»&) b‘%ﬂinu\uEiF(i?ﬁquIE%f'ﬁﬁq L/_Cb\ﬁb\&j
NZEER I DEERAEE. 1—-NROJ01> UlcEE(CRRSNDIF1r7O0%

W29 d2&ETT,

FAEFREETlE. Web R—XDOTA > R—IHRRESNFET,

B® Microsoft

BA4214>

=)L, BB5E. FI2lF Skype

FhUZPEEFETREDERAN? STHFRCETT!

FHOLHIPOEATERVNGES

=

Q) YAy ATa

BRI TR, A 7OTERBRE—YIL Ry IANKRRESNET .

s sssire -
I

RENE L LT AL
[~ -

| =R
l— P e

LR L S

oK | [ sesti

B/)I\AIL FT)INA R THREDIFZFEA LU THER LKL D £ I DL SRR (CEERD Web
NR=ADR=ZHRRENFET

Ctrl F—Z U BSZ XFT A ML D Outlook 7>/ UWIL. [FEHFIA
RE) IBIR U T, [EHURRE) A1 7700 Ry OREHRI B EETEET,

https://docs.microsoft.com/ja-jp/exchange/clients-and-mobile-in-exchange-online/deprecation-of-basic-authentication-exchange-online

7/16



2022/08/17 14:37 Exchange Online TOEARFTFEDEELE | Microsoft Docs
BRI ZEA L TUL\DI5A. OutlookiERiREE 51700 [E85E] 5(C(E. [H
U7] ODENRRESNET,

Cutlook CHERARE

ERE O=DI A=l

Par{ET4
H—{—-5 W JOR  EEEE ==k
hitps:/ foutiook office385.comf... A h=Il-231T HTTP aUF+ 55l
hitps:/ foutlock office 365 com/... A b=Jl&i HTTP QUFs 851
https:/ foutlock officed65.com/... 1A k—Jl2E HTTP QuFe 551
hetps:/ foutlock.office365.com/... 22 —Jl&hiz HTTP SUFe 551
hitps:/ foutiook offce385 com/... >4 k=Il-2hE HTTF Fs E51

SESREE(ICYIDE X B &, [Outlook DIEHEIARE) 7O D [RBEE] H(C. [ARF
S5—1 DEHERRNET,

Outlook MEEEALE

2 O-All A-ILFeIL

FOTAETA
H—i—& iR win ol B lg=E
https:/foutlook office365.com/... 2 A =IL&1 HTTP MAFS5—* 55|
https:/foutlook.office365.com/... 1>AR-N&hf  HTTP RP5—* S5
https:/ foutlook.office365.com/... A b=tz HTTP AFZ—* 55
https:/ outlook office365.com/... 2Ab=Il-E4M HTTP AFZ—* 55|
https://outlook.office365.com/... 1>AR=N&Nf  HTTP APS—* 5S|

Xyt—> 25 —-2HRI D

2021 FERNMS, BERBELOFERINAZEN LAY -2 25 —Kiea5F > ~C
EELIBHFE UL, BRI ZER URWEEE, ERFTIANBLCAT(CIR> TS
OJREMNHDFRT (Ffe. EIEDIAYE—2 B2 H-DIRIFEZEZITERD TLI\D) DT
- ERZRIURVRD ., FE8ZRITDZEEHDFEE A

FERKROBIEZES UIcnEE. BIRAICERZSIZERAU—RBDI1 -5 — 0%
ECFRLETORIIILLOMDEYT, CNSOEBYBEIFRITEDTEHD. X—)LRwY
DRAFERET—HINDIEBER T OLRZT UBRIRL TWBDIFTIEHSDEEA.
EERE - — (3 IMAP ZER U TEREECEE I, BRRFE(FIRUS —(CKD
A—=)LIRY DZANDT OCAMEEENFET, 2L, FERRROMEE. [AS5ha

—H-NERRIMZFERLTT T MU UTIERCRESEEN TV EZRUT
WET ., COFERRRZEESICAEBT DICIE. Azure Active Directory B> 1> AR
b ULiR—b-ZFERITDICEZEEMOLET . NSO TOF MR —Y
—. IP. BLUTSAT7> bosFliaiRftTcEDLR— b GERICDVWTEUTZEE
LTLIZELY,

B> 5 =R

https://docs.microsoft.com/ja-jp/exchange/clients-and-mobile-in-exchange-online/deprecation-of-basic-authentication-exchange-online

8/16



2022/08/17 14:37 Exchange Online TOEARSBIEMDEELL | Microsoft Docs

2022 FEDHIHIC. Microsoft BIRZ>H—ZE#FH L C. FRAKROMESTONIIL
DEME/EMEEBBICTDIFETT ., CNSOEENFIABIECR O ElRT, &
SEFLWEBERZARUET,

Azure Active Directory Bf > > Lih— MNEIERT S

TF > MK DEARTRIEDERIRNAZ SRR OIRRR (LR DEl/MB A (& Azure AD B
A2 LIR—bhZERATDIZETY. MOV TE. HEfoL A28z 0Oy
29 DFHULVW—)L - Microsoft Tech Community | ZZBUTIZELN,

DDI=HICOT =TI AR— T BIC(E. Azure AD TF> MDD Premium S1tZ>
ARMETY, Premium S RZEHIFEDHBEL. KOG EEFERLCOJ%®T
DAR—TEET,

e Azure Event Hubs. Azure Storage. FI=(FAzure Monitor (RBRFFIE): CNS5D
TORR— MERE(EINRT, A ADI—T —ZFHDOXRIRREE NS DETRE
IR TEET, sFMICDLTIE.  [Stream Azure Active Directory (147 % Azure
Monitor ] ZZBRUTZE0),

e Graph API: MS Graph R—=>>70 OZvOZFERALT. IRTOOTZTILTE
DELIOCTDZEZHENDULEFT, FFHMICDLTIE.  [Microsoft Graph API T
Azure AD DOJIC7TTRT D] ZBRUTIEE),

e Web I'SOY—DSDFAL Ik FD>0O—R KFELRBEDORS., 7—4
NERTIT SO —DFA L7 S RET DN HDET,

bl

JOr7 07« JREOBEMEEAT 7 H
ROBETIE, BAREOEMAB RSN TOET,

o COTOMIIVICEEARTFIZER L/RV R,
o FIEEAFRIZEAL TCLDMEMTE, FREMN RSN TCLVALMELZDTO ~
L TEARTIZENCUET,

HKCEEZMZDAEIC, AvT—2 2 —DIRIRTEECDVWTHEIMSEUE
F. Ayt—2 AR TEESNIEENMKIDRICIRFI D5HE(E. BEEZAT
RPZDORTEFT. NE 2022 F 10 BETEITCTEFT. eNLUR, EEZAT b
PIORITDZLEETEERAS

AT 7O TOCRDFRICDOWTIE. TEARZRIES KU Exchange A> 541> -
2021 E 9 HOEFHTOUS LA | #EBULUTLLESEL,

Awvt—2 A —DIEEHIRRSNDENCEECESD (CIR> TULBIZEI(IE. 2022 &F
10 BEDEITHNENWDTEBUOEMICTDRCENTEEI, O ILE—BNI(IC

https://docs.microsoft.com/ja-jp/exchange/clients-and-mobile-in-exchange-online/deprecation-of-basic-authentication-exchange-online

9/16


https://techcommunity.microsoft.com/t5/azure-active-directory-identity/new-tools-to-block-legacy-authentication-in-your-organization/ba-p/1225302
https://docs.microsoft.com/ja-jp/azure/active-directory/reports-monitoring/howto-integrate-activity-logs-with-log-analytics
https://docs.microsoft.com/ja-jp/azure/active-directory/reports-monitoring/quickstart-access-log-with-graph-api
https://techcommunity.microsoft.com/t5/exchange-team-blog/basic-authentication-and-exchange-online-september-2021-update/ba-p/2772210

2022/08/17 14:37 Exchange Online TOEAFDIEDBELE | Microsoft Docs
EMCULHZS. BECRR O TOBRBIEWDTEBERMICIDZENTEFT, X
oo SOTOTSLZAT K7D RUIZWEEIR. TNZITD22EETEET,

BEWETOTCRDFMICDWTIE. TEARFRFES KU Exchange Online - 2021 £ 6
BOEHFIOTS L | Z#BRUTL S,

DSATONATSI>

FEZZIITEETORN L TERTEDI AT I > O—8ZUTITRUET,

7'0 b J)LDHEEREIR

Exchange Web B —E X (EWS). U¥E— bk PowerShell (RPS). POP & IMAP. Exchange
ActiveSync (EAS) DIBE:

e INSOTOMINEFEALUTHEDI—REZRRUEIES (3. BRI TR
< OAuth 2.0 ZfEAT B LD (CO— REEHIDIN. FTLWLWIO SI)L (Graph
APl) (CBB1TUET,

e INSOTOMINEERAITIV—RN—FRPITUS—>3>Z FEHRLTV
BIEE - (k. COFVTUT—> 3> EHUEY— R IN\—FaBI7TURRE(C
EBIE LT, OAuth 2.0 FREEZ HR— R B3RS (CEFHI DN, OAuth 2.0 ZEAL
THBENET7TIVT—23> (A —%=YDBX230=ZIBEUET,

F—00 WEERRIRISAT ISAF7ONTEOHRE TJOFIVIEHR/AE
Ry >b IR
—EX

Outlook Windows 3 KT Mac e Windows hROutlook  Outlook DFEEEREEZE BN
FADOIRTD/I\—->3 2013 LABE. MachR (CT2D - ED<BSVELLY
> @ Outlook Outlook 2016 LfE  DTUL &L DHV?

(C7vITITL—RT
D

e Windows i
Outlook 2013 Z{#
ALUTWBEE(E.
LXK F—%
R U TR =
EX}J(L_ L,Zi@‘

https://docs.microsoft.com/ja-jp/exchange/clients-and-mobile-in-exchange-online/deprecation-of-basic-authentication-exchange-online

10/16


https://techcommunity.microsoft.com/t5/exchange-team-blog/basic-authentication-and-exchange-online-june-2021-update/ba-p/2454827
https://docs.microsoft.com/ja-jp/office365/admin/security-and-compliance/enable-modern-authentication
https://techcommunity.microsoft.com/t5/exchange-team-blog/enabling-modern-auth-for-outlook-how-hard-can-it-be/ba-p/2278411

2022/08/17 14:37

F—00 REERRIRISAT
WY >b
—EX

Exchange  OAuth ZH7R— kLT
Web H— WG — R ){—F o
EX (EwS) ®BFPITUT—>3>

Exchange Online TOEARSRSEDEELE | Microsoft Docs

D347 > MIEDHER

FIA

AT = fEH T
BEICTTV=EE
BULFEI,

Graph APl &FCiEER
AZEERTDLDIC
7 TUERBITUE
ER

AKDTTY:

Microsoft Teams
Rooms:
Authentication in
Microsoft Teams
Rooms DFNE(CHE
o CHERRIEZ B
(CUFXT

Dynamics 365 /
PowerApps:
Exchange Online C
DOEARFIEDEA
Cisco Unity:
Microsoft Office 365
Product Bulletin %
£ L7z Unified
Messaging @ Cisco
Unity Connection
Service Bulletin

UE—H * Exchange BIEE 50N ZFEALFET.
PowerShell o HfEF=nzER * Exchange Online

(RPS) EtEfR
- BHEEEY—IL

PowerShell V2,
PowerShell within
Azure Cloud

Shell

70 bJJVIER/AE

o EARGIZFERTD
EWS ¥R—= R API
PowerShell 1)~
NDIRE

* 2018 & 7 ALfED
EWS BEREDEFT (L
DELA

EXOV2 EZ1—I)LD
Automation &EERAENR—
ADFREEDHR— &,
Exchange Online
PowerShell €21 —JL &
Basic FRsEDETEFF/R/N
—=3> ([CDULWTEREAL
Fx9,

https://docs.microsoft.com/ja-jp/exchange/clients-and-mobile-in-exchange-online/deprecation-of-basic-authentication-exchange-online

11/16


https://docs.microsoft.com/ja-jp/MicrosoftTeams/rooms/rooms-authentication#prerequisites-specific-to-microsoft-teams-rooms
https://docs.microsoft.com/ja-jp/power-platform/admin/use-basic-authentication-exchange-online
https://www.cisco.com/c/en/us/products/collateral/unified-communications/unified-communications-manager-callmanager/bulletin-c25-743410.html
https://github.com/gscales/EWS-BasicToOAuth-Info/blob/main/What%20to%20do%20with%20EWS%20Managed%20API%20PowerShell%20scripts%20that%20use%20Basic%20Authentication.md
https://docs.microsoft.com/ja-jp/partner-center/customers-revoke-admin-privileges
https://docs.microsoft.com/ja-jp/powershell/exchange/exchange-online-powershell
https://techcommunity.microsoft.com/t5/Exchange-Team-Blog/Azure-Cloud-Shell-Now-Supports-Exchange-Online/ba-p/652269
https://docs.microsoft.com/ja-jp/powershell/exchange/app-only-auth-powershell-v2
https://techcommunity.microsoft.com/t5/exchange-team-blog/understanding-the-different-versions-of-exchange-online/ba-p/3394487

2022/08/17 14:37 Exchange Online TOEAFDIEDBELE | Microsoft Docs

F—-200 WEERRIRISAT ISAF7CNIEOHRE TJOFIVIEH/AE
WY >b I

—EX
POP & POP E/Z(X IMAP Zff  EIRSEIE: IMAP (Z. Linux BLUHEE
IMAP B9 3LS(CHEkEN o TRIMMEEEEBMIC HWEDBERICATNSDD
1= Thunderbird 77 — LidL\zsh, TS £9 ., OAuth 2.0 DHR—
ANN=Fa 0547 o7ORIILMSHEE  BE. 2020 F 4 BlcO—
> NREDH—R (- ns. V7D bR LELURE,
TAEE/)I\AMIL OSA o USATNTT
7> UTHR—hka&ancT
WDIEEE.

POP/IMAP D OAuth
20 (CBBLET,

https://docs.microsoft.com/ja-jp/exchange/clients-and-mobile-in-exchange-online/deprecation-of-basic-authentication-exchange-online 12/16



2022/08/17 14:37

*—70O
g )] V> 4
—EX

Exchange
ActiveSync
(EAS)

HEERTIEOSAT
>k

Apple. Samsung & &
DEINAIL A=) 05
17>k

Exchange Online TOEARFRIFDELLE | Microsoft Docs

D347 > MIEDHER

iOS &F7z(& Android
W% Outlook. BKXT
Modern Auth Zt
MR— KT BBIDE/N
AL X—=)L 77TV
(CH1TID

OAuth Z=E{TC&
=Y AS G CTE=
%52 Basic ZfERAL
TWdiEaE. 77
DUDRTEZEHULT
<&

Outlook on the web
Elbt8 =5 N OEH
HR— NI BHIDE
NIV TS50 —
7TUICHIDBXF
ER

AN&G&DT7TY:

* Apple

iPhone/iPad/macQOS:
B3 i0S/macOS
F)\A RFFTAT,
BRI fEAT
EFX9, 7HO> b
ZHIBR LU CGEMUE
92T TY,
Microsoft Windows
10 AX=ILDOSA7
>R D
FE%E & U T Office
365 ZIERL T, 77
o> hZHIBRLT
EMUBELERT

70 bJJVIER/AE

X7 J 7T I=EERL
T Exchange Online (C1%&#t
I3E/\1IL T )1 XR(E,
\BE., CoOMILzE
RAUET.,

BARRIAZSI<IOOVITRIESE>FESTN
(EXNTIHV?

BRI ZEHI (CEM(C T DIHDATS I 2 2R EHIERZRITRUET .

https://docs.microsoft.com/ja-jp/exchange/clients-and-mobile-in-exchange-online/deprecation-of-basic-authentication-exchange-online

13/16



2022/08/17 14:37

Method =

ttFa1UF - IARTOTORIILICDNT, TF
A« DEIEME >k LANILTIRTDOLAI R Z
JOvOUEY
- EBMDOSA 2 X EESDEFEA

Exchange -JORJLS EEMEATS 3>
Online 383F Z{ERA LB TO—F%Z0]
RUS— BE(CT D
- BNMDSA 2 R ERESDFEA
- Z.AHIOE I EH A m N AT ES
¥

Azure AD -IRTOTONLDIRTOER
M E7 Rz Ov IS DEHICfERTSE
A ES
-1—Y— JIL=T. 7TUREIC
23— j% SECETET,
- BilDLR— MBICLR— NEARE
—RTETIDLDICHERTETET

UY—X

AR T Ow U9 BIEDOEMICDLTI(E.

F+1VUF 1 DBIEIE:

o TFI1UT DOBIEBRFE (37
o TFa1VUFT DEIEERZBNCTD

Exchange Online $25ERY S —:

Exchange Online TOEARSRSEDEELE | Microsoft Docs

R

- Azure AD &I E 7O RUS —&

—HfEHIERAITRCEFTEERREA

- IRTOI—H—I(C MFA DESREEKR

HEERITDRE., TOMDEENEL D
AlEEEN D DET

EIEE Ul Z#EA U THEBL N TEARR
SEEEY(CTETEITH. HFlNE
PowerShell MHET I

- BIDOSAtE AN ETY (Azure AD
P1)
- MR OEARRS OV I UET

RDEFZSRUTLTZSN,

e Microsoft 365 BIft7> 5 —TCOEANZIIDEIR ([G5)
e Exchange Online MFRFRU S—T 0> —2 4 GHEERTE)

Azure AD &I ETF7OEX:

o ZMIETTOTCR: LAIRIMZETOVvIT D ((G3)
L4 7K1¢1j370tx%1§}5ﬁ L C Azure AD /\OD'TIE;EO)uunE%j D‘Jaj%jlj_/ﬁ (n.:\r:-
)

s E & IRDFIIR

https://docs.microsoft.com/ja-jp/exchange/clients-and-mobile-in-exchange-online/deprecation-of-basic-authentication-exchange-online

14/16


https://docs.microsoft.com/ja-jp/azure/active-directory/fundamentals/concept-fundamentals-security-defaults
https://docs.microsoft.com/ja-jp/azure/active-directory/fundamentals/concept-fundamentals-security-defaults#enabling-security-defaults
https://docs.microsoft.com/ja-jp/exchange/clients-and-mobile-in-exchange-online/disable-basic-authentication-in-exchange-online#manage-basic-authentication-in-the-microsoft-365-admin-center
https://docs.microsoft.com/ja-jp/exchange/clients-and-mobile-in-exchange-online/disable-basic-authentication-in-exchange-online#authentication-policy-procedures-in-exchange-online
https://docs.microsoft.com/ja-jp/azure/active-directory/conditional-access/howto-conditional-access-policy-block-legacy
https://docs.microsoft.com/ja-jp/azure/active-directory/conditional-access/block-legacy-authentication



